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Video (Music) Video (Live)
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Pokémon Go

Pokémon Go  is
a location -
based

augmented
reality game . It
quickly became a
global
phenomenon
having been
downloaded more
than 500 million
times worldwide.
‘Gen 2 - April
2017
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Fidget Spin  helps
relieve stress.
Great fofdidgetyy ety
hands's.
It's fun and
interesting, also
effective for focus
and deep thought.
Especially helpful
to relax effectively
when you are all
nerves.

PrankDial  with
over 200 million
prank calls sent
and non -stops
laughs globally.
Sharesyourbestest
prankswithith
fiieadsis Enjoy a
break and make
everyoneaod|s
better with
THREE

Seoret Calculator

Calculator hides
private: photos:
and videos
behind a
calculator..
Anyone who starts
this application
looks as a
calculator but if
you put in
passcode it will
open up private

area.
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Private Photo

Private Photo Safe
locks your photos
and videos
behind a pin..
Keeps your photos
etc. hidden from
others.

Secret Folder
App

Secret Folder App
helps you to
protect your

photos and. No

one can enter
except those
who know the:

Seoret Piano

Secret Piano hides
photos, videos,
passwords, notes,
audios, locations
and secret
messages behind a|
real piano. The
app will capture:
photo of
intruders if they,
attemptttoo
accessiit.

personal
information
private

EDUCATING
CHILDREN




Keeping ourselm Keeping oursel:
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Be kind to your

online friends : N - <
i ’ - . Iffyou iget stuck,
e );?:k:/éould = - L . - w or something
playground at mak_es you feel
school worried; atways
tell & trusted
adult
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Keeping ourseli

. { ) 4 Itdos reall
Cheekbefore- : ; 2 to draw a picture X
yourdownload: g (& of your real
Q athing z 2 j 3 friend but you
SOmMENING: ot
New; ‘ know what an
: online friend
looks like

settings
Using social networking sites , it m
IS so important that we use o ("
privacy settings to keep N =
ourselves, and our information ~
safe!

approve can see you

my coins

with coins you can buy virtual gifts on
nusical.ly

terms of use
privacy policy

copyright policy

So how do

clear cache




Settings

wiL

Contact me

My Story

See me in Quick Add

MORE
Support
Privacy Policy
Terms of Service
Licences

ACCOUNT ACTIONS
Clear cache

Clear Conversations

Restore purchases

Blocked

CHI
ONLINE WORLD

L DRE

4

< Add Friends

Username
My Contacts

4 Snapcode

Nearby

Share Username

< Settings

Ghost Mode

MINELRRFY

Key Stage 2




COMPUTER
GAMES

Hoew:many 0f the -Games-below are sky NEVH
appropriate for Pr|m ary aged Home UK Workd Business Poitcs Technology Entertainment StrangeNews Weather

childieng — Police Threat Over Children Playing Adult Games

A group of 15 Nursery's and primary schools in Nantwich, Cheshire,
sent the letter warning  adult -themed games, such as Call of Duty and
Grand Theft Auto , could lead to "early sexualised behaviours".

1L

of' British: parents‘ignore age -ratings on
games

] -
www.pegi.info g, | A National
~ Crime Agency

Very strong violence command

Frequent strong/very strong language

Strong portrayal of sexual activity

Scenes of strong sexual violence

Strong horror
Strong blood and gore
Real sex
Drug taking

Discriminatory language or behaviour




Welcome to CEOP's Thinkuknow

p. Are you

THINK
Uil

A National conk arsErprErA:

Crime Agency 8_]0? nt/

command 2

ceop.police.uk

11-13? 1447 Lo g0ty
REPORT el W
ABUSE The world changes. Children don't f' REPORT

ABUSE

Our new Sim highlights the ongoing need 1o
talk 8o our children about sex, relationships.
and the Insornat.

There are education programs for all
primary year groups, including
age-appropriate films to show the children.

GAnimal Magicd 0Ji : . 2
2-I8 year oId; 8-10 year olds G R OO M I N G

10411 year olds

Online sexual abuseis commonly conducted via Child Exploitation Online Protection Centre (CEOP
webcams, instant messenger applications (such as

Skype) and social networking sites How do offenders engage youngsters?

_0by using the sites that they use....

B O 0

Often posing as
a child of the same age /
They will often purposefully present a very

Terre des Hommes
(childrends
out a sting, posing on
Computer-generated 'Sweetie’ catches video chat rooms as
online predators "Sweetie",
ka R e a 10-year-old Filipina girl.
Some 20,000 men
contacted her, with 1,000
found to have offered her

similar profile as the child.
They are skilled at manipulating them into
criminal sexual relationships

money. The names of
these men - including 110
Britons - were passed to
police.




BEE o s News | Spot | veater | layer | TV | R

Online grooming: The five stages

‘d England = Regions

Kayleigh Haywood: How murdered

schoolgirl was groomed online Flatterin a-child

—— into talking in a private
vl el s 315t October 2015 : chatroom/game where

about danger of social media Luke Har |l ow 6 a they W|” be ISO|ated
@00
Haywood on Facebook. . .

7 November 13 th The child will often be
she meets Luke Harlow at his asked for a non-sexual

home. picture of themselves

November 15 th
Kayleigh is declared missing by
her family

Online grooming: The five stages Online grooming: The five stages [

Asking the child about

L . the location .of their
Gaining information . computer/tablet-and - wWho

asking the child what problems \ else has accessto it
/needs they have to create the ¢ ] .
illusion of being their in order to assess the risk of

best friend and that they can help being detected. The desire is to

They begin to fill the needs of the w
child they are alone together

to help reinforce a
special connection

Online grooming: The five stages Online grooming: The five stages [

Engaging the child in
explicit conversations

& requesting sexually

Building up a sense of explicit pictures from

mutual love and trust them

with the child -
. At this stage the predator
suggesting that they can will usually try to

discuss"anything" arrange a meeting
with the child




Breck Bednar 014 years old 0

Murdered after being groomed by 19 year old Lewis ~ Daynes

- on gaming sites like OMi necraft
BEE o se- e ————

NEWS Essex

EEN] ~ voiovc Scomens Weks Busmess Poltcs Heamh ©

Breck Bednar murder: Lewis Daynes
sentenced to life in prison wants to chat

L 2 7/ )
A teenager has been sentenced to life in prison for the murderofa o
14-year-old boy he met through online gaming, ola

Cyberbullying terms
Youdl | hear various di

in the context of cyberbullying ¢é .

® 4 childline DIDYOU

.. onune, on e prone, avymie KNOW 2
Ny T e e ol
Dissing

Calls to concerning Cyberbullying

has increased by 88% over 3 years : ' .
Exclusion Flaming Griefing
- s - N - s |

" The number of calls concerning Cyberbullying

in 2016 by young people was (4,941) }
e EE— e E— Harassment

3outof 511 614 year-olds had experienced
Cyberbullying and believed it was worse than ROt Trolling

face to face bullying
el ] ]

2" Cyberbullying:

- — -
(Al Bullyir
& (Féce=to e
Lo N
l 24 hours a day, 7 days a week, ] [ —
365 days a year Face -to-Face
| No safe place, often very hard ] [ Can find a safe place, find an
to escape escape
Bully can be anonymous. Hard 0 o |
to know who the Bully is Bully can be identified
Harder to empathise with the Can see body & facial )

victim. Can’t always see the reactions from the victim and
victims reaction onlookers

SEXTING
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Children who post or send indecent images of

themselves online are very easily

blackmailed / exploited & as young as €ight years old

63%
13-17 yr olds
admitted to
sending nude
or semi nude

images

37%
13-17 yr olds
admitted to
passing the
images onto
other people

88%
13-17 yr olds
admitted to

having
received
SUENY
suggestive
images

SnapchatAp p s é .

Snap Save for

ES [rree | Snap-Hack™
:Sri‘nﬁpchal [ £1.49

Snap Saver for
Snapchat
& Tally Tarik [ Free | Snapkesp for A
ses Snapchat - Save... | FREE
Harry Guliford
SnapBox - a

o snaphack for... [Free ] Snap Save Free
v Mabile Bros for Snapchal [(Free |
W

SnapGrab Pro -

Screenshat s... | Free | SnapCrack

Dalin Chen
Free for Snan ‘E‘
XIANGHUA Y1

_—d

BEE 0 -

UK _ Engiana

Police have only
recently started
filing crime
reports about
sexting

Sexting boy's naked selfie recorded as
crime by police

If school choose
to take an
incident to the
police , then
officers must

record the crime

5
of ho
sext girls

Do pictures sent via snapchat
always disappear after a
short amount of time é . ?

peopl e
show off
to entice someone
to show interest in someone
to prove commitment
By creating, sending or possessing indecent pictures of a
person under 18 you are
breaking the law

(PREo@childenAc@ 1778 Shibhiha pem AQECDS 4076
sion Child Piot

Internet O eoTvices (165 ffom these IMages.
watch . osoft PhotoDNA
Foundation 000
@wr IR C)

Tk s Whatwedo Becomeamember News & Medls O

. ) s+ modl ! 't
i :
p
®

O 0 0 0
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MAKING THINGS
SAFER

Safer searching

sSFAIPXW

The Kids Search, search engine is highly sensitive

Helpful sites for Parents & Carers

NSPCC NetAware))) www.net -aware.org.uk

Your guide to the
social networks
your kids use

Stay up to date and keep your child
safe in today’s digital worl

Search for a site, game or app to

Q

Allows parents and carers to search for
apps, games and sites if they have a
concern or need more information

r

;]‘1 home| ® [Learning ra { staysarell Adults page
main page bo safer onlion

Search the internet

We aIvvays recommend a child should have their own user
login. Filters should be set to the highest the provider can
offer.

CBBCo Stay Safe

BEE 6w

3
»

Adults and young people can add their review and
rate each site, app and game

NSPCC NetAware)))

Sites, apps and games we've
reviewed so far

11
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Smartie the Penguin
Ane-es yford . Microsoft Powerpoint Presentation
oy N (2.89 MB)
Follow the adventure of - Smartie the Penguin as he learns how to
be safe online when using his tablet.
The children must safely guide Smartie to make the correct
decision. Can they remember Daddy Penguins song to keep
Smartie safe?

i Internetmatters.org |
B

-
internet
matters.org

Young poopls  Teachers and Protessonals Parests and Carers PYess and Polty What we do  New for Schooks. Suppert Us

e

Digiduck’s Big Decision
Dli g i dBicDed@son
is a story about being kind, friendship
and responsibility

resource for y

oung children

/TL Parental Controls
&%mause of INTERNET dangers, parents must take
1 heinitiative to protect their children.

y

the Vodafone Guardian App

0

_Parental Controls

5- Because of INTERNET dangers, parents must take
heinitiative to protect their children.

&) XBOXONE

P Pra

)

5 DEVICES

W MEAFEE

PROTECTION

KASPERSKyy

Kaspersky
Internet Security

1YEAR

3 DEVICES

~MAC
ANDROID

These will allow you to prevent children from

accessing certain sites dbut they are not a
completely full -proof system

12



800 gSearch Settings X

€« C' [} www.google.com/preferences

Google
Search Settings

Search results SafeSearch filters

Languages Tum on SafeSearch to filter sexually explicit content from your search results.
Location Filter explicit results.  Lock SafeSearch
Help

t hi

Step 2 - Decide what you want to control

Maki ng

Content Controls

®on
off

Ratings and Content
Unrated Content: Blocked

Family Timer

Xbox LIVE Access

Xbox LIVE Membership Creation

Change Pass Code

Reset 1o Default Settings

Save and Exit

Ratings and content

These settings let you restrict games and video content based on the content's rating. You can also set
whether or not unrated or explicit content can be played on this console. You can even set up exceptions
for individual games that are outside of the rating restrictions you have set

Family Timer

This setting allows you to limit the time that your console can be used on a daily or weekly basis

Xbox LIVE access

This setting allows you to decide if your family can connect to Xbox LIVE from this console. Membership
of Xbox LIVE enables you to do things like rent films and play games against other people online.

ng

Family Setup

As the Family organizer, you will invite
family members and agree o pay for
Tunes, iBooks, and App Store purchases
Storage they initiate.
Family Sharing is the easy way to share
& (Cloud Drive what's \mponam'::;uymnmbevs of your
i g
Mail .
= 2 rchased music, movies, books Kyli Singh
1) contacts [ ¢ Lt il
- Share piotos and videos i a famly photo
= Calandars Q] &=
Reminders q Shave yous ocation wah fanlly members.
0 seei « o s
Notes u
@ !oiemvmenien aver sy
B Passbook

Leam more about Family Sharing

Country: Worldwide ¥ Safety: On ¥ © Help

Yuu 89 Language: English ¥

Safety mode
« Safety mode hides videos that may contain inappropriate content flagged by users and other signals.
No fitter is 100% accurate, but it should help you avoid most inappropriate content
Safety mode also enables G SafeSearch, and turning it off wil disable Google SafeSearch
iode wil be enabled you use YouTube with this account

>

« Safety

Oon @ off
Lock safety
Safety mode lo

on this browser
vents others from changing the safety mode settings on this browser

(T Tube

Broadcast Yourself™

Making thingszsaferé.

PlayStation

Restrict game content
1 Go to "Settings’ then scroll to "Security Settings.
2The default password is 0000 but you can
change this under the ‘Change Password’ option
by following the on-sereen instructions.
3Select Parental Controls’ enter your password
4'You can now choose the game content you're
comfortable letting your family access. The
lower the number, the stricter the settings:
2— Early Childheod
3-Everyone
4—Everyone 10 and up
5-Teen
9—Mature
10 - Adults Only
5 From Parental Controls’ you can also block
access to online play by toggling ‘Internet
Browser Start Control' to 'On’.

. PlayStation

S0pese

Cross Platform
@ Screen Limit is available on
a wide range of devices.

Countdown
Keep the peace with a
countdown on their screen
that shows how much time
until screens off
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